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Introduction / Agenda

1. Cloud Transformation
2. Compliance Of The Cloud
3. Compliance In The Cloud
4. Cloud Compliance Transformation
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Managing Risk in Cloud Transformation

Cloud for CEOs: Measure innovation 
with one metric

https://aws.amazon.com/executive-insights/content/cloud-for-ceos/
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Compliance Of The Cloud 

In The Cloud

Of The Cloud
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Compliance In The Cloud
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Secure Cloud Management
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Secure Cloud Management Elements

1. Third Party assurance
2. Segmentation – accounts and networks
3. Access control for cloud resources
4. Logging and monitoring
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Third Party Assurance
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Segmentation
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Access control for cloud resources

Authenticate

IAM Username/Password

Access Key (+ MFA)

Federation

Cognito

Audit

AWS CloudTrail

AWS Config

Customer IdP

Authorize

IAM Policies

Resource Policies

IAM Roles
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Logging and Monitoring
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Use The Cloud To Secure The Cloud
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Use A Cloud-Qualified Assessor
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Cloud Compliance Transformation

• Prepare compliance teams for cloud applications
• Build controls, test plans, and evidence mechanisms during application 

development
• Build compliance checkpoints into DevOps pipeline
• Manage assessments with the same Agile methods and tools used by 

development
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Summary
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Questions?
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